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3.1 Governors: included risk management 
3.4 DSL: reworded to align to the DfE digital standards. 
5 Risk Management: added “appropriate action to meet the DfE’s Cyber Security Standards by 2030” 
5.1 Risk Identification: “including cybercrime, operational disruption and data breach impacts” added for clarity 
7 Incident Response: recovery and post incident review added for alignment. Added reference to DPIA process. 
8 Device Security: “Smart phone” added 
10.1 “this is audited termly” added in line with DfE standards 
10.1.2 Device Start, Mover and Leaver process: Linked to the Loaned IT Equipment section of the IT AUP 2026. 
Added “a documented process is in place to ensure all issued IT equipment is collected from”
11 Backup: sentence about RPA insurance T&C added. 





This document will be reviewed annually, after a significant cyber event, and following significant changes made to the law.
[bookmark: _Hlk97299262]Guidance from the Department for Education about school policies can be found here: https://www.gov.uk/government/publications/statutory-policies-for-schools-and-academy-trusts/statutory-policies-for-schools-and-academy-trusts
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[bookmark: _Toc226624014]Introduction 
The St John’s CE Primary School & Nursery’s IT (Information Technology) infrastructure and digital resources are essential to the effective delivery of education and other activities; however, they also present a risk of cyber-attack, data breach, online safety and safeguarding. We are committed to using digital resources in a way that meets legal requirements and upholds confidentiality and people’s privacy rights.
[bookmark: _Toc226624015]Purpose
This policy purpose is to enforce cyber security to ensure business continuity and data protection, and to provide a framework in line with the Department for Education’s Digital and Technology Standards in Schools and Colleges for managing the protection of staff, pupil, and school data.
The objectives of this policy are to:
1. Protect the confidentiality, availability, and integrity of St John’s CE Primary School & Nursery’s data assets
1. Meet regulatory requirements and relevant laws and the DfE Digital Standards 
1. Foster a culture of security awareness across the St John’s CE Primary School & Nursery’s community
[bookmark: _Toc226624016] Scope
This policy applies to all staff, pupils/students, volunteers, governors, and anyone else who accesses the schools/trust IT infrastructure and digital resources. 
The policy should be read alongside:
1. Data Protection Policy
1. Bring your Own Device Policy
1. IT Disaster Recovery Plan
1. IT Acceptable Use Policy 
1. AI Policy (if in place)
[bookmark: _Toc226624017]Roles and responsibilities
“Education settings are directly responsible for ensuring they have the appropriate level of security protection procedures in place in order to safeguard their systems” (KCSiE)

[bookmark: _Toc226624018]Governors
[bookmark: _Hlk190937326][bookmark: _Hlk190940499]The school Board of Governors is responsible for monitoring this Policy and holding the Headteacherto account for its implementation. The Board of Governors/Trustees [delete as appropriate] will have oversight of the IT security risk for the school/trust/academy [delete as appropriate], as part of the risk management process.

[bookmark: _Hlk181176098]Headteacher
[bookmark: _Hlk190940522]The Headteacher has ensured that the school have assigned a SLT Digital Lead, who has oversight of all digital technology, and strategic planning through a digital strategy. 
The Headteacher will ensure that staff undertake yearly Cyber Security awareness training, and that cyber security and online safety are a recurring theme when devising their whole school approach to safeguarding and related policies and procedures.
[bookmark: _Toc226624020]Digital Lead
“The Digital Lead is accountable for the delivery of the digital technology strategy based on teaching and learning outcomes and organisational needs. Encouraging and supporting the use of digital technology across the school or college. Reviewing the effectiveness of IT support to inform decision making and taking action, when necessary. Identifying and acting on digital technology training needs for staff and students. (Meeting digital and technology standards in schools and colleges - Digital leadership and governance standards” - Guidance - GOV.UK)
The Digital Lead, Headteacher and other key staff when appropriate work with IT Support to ensure compliance with the technical elements of the school digital estate. This will be achieved by actioning the technical elements of the digital estate in line with the school’s digital strategy, policy and procedure. 
The Digital Lead will work with the Designated Safeguarding to prevent access to potentially malicious sites or resource, in line with KCSiE, which includes the DfE Filtering and Monitoring Standards. 

[bookmark: _Toc226624021]Designated Safeguarding Lead (DSL)
The Designated Safeguarding Lead will take lead responsibility for safeguarding and online safety, and the filtering and monitoring support provider will have technical responsibility. Further detail relating to the DSL role in filtering and monitoring can be found in our Online Safety Policy 2025.
The Designated Safeguarding Lead will work with IT Support, Digital Lead, the Headteacher and other staff as necessary to address any online safety and cyber incidents or issues.

[bookmark: _Toc226624022]All Staff and Volunteers
All Staff and Volunteers are expected to maintain their understanding of this policy and implement it consistently when using school IT systems and internet. They should read it alongside the IT Acceptable Use Policy, understand, and agree to the terms on the Staff Acceptable Use Agreement. Staff and volunteers should ensure that students follow the Pupil Acceptable Use terms.
Staff are expected to work with the Digital Lead to promote a positive cyber security culture in the school community by modelling appropriate online behaviour and play a crucial role in preventative cyber security awareness. Staff are encouraged to embed cyber awareness messages across the curriculum.
Staff are responsible for reporting cyber incidents, near misses or attacks via the internal incident report process and should feel safe and confident enough to do so.

[bookmark: _Toc226624023]Parents
Parents are expected to ensure that they and their child has read, understood and agreed to the terms on the Pupil Acceptable Use Agreement of the school’s ICT systems and internet.

[bookmark: _Toc226624024]Visitors
Visitors who use the school/Trust ICT systems or internet will be made aware of this policy and agree to the terms on the Acceptable Use Agreement. 
[bookmark: _Toc226624025]Regulatory requirements -
This policy should be read in conjunction with and with understanding of the following:
1. Keeping Children Safe in Education (KCSIE)
1. Data Protection Act 2018 and UK General Data Protection Regulation 
1. Privacy and Electronic Communications Regulations 2003 
1. Computer Misuse Act 1990
1. Counter-Terrorism and Security Act 2015 (encompassing the “Prevent Duty”)
1. The Regulation of Investigatory Powers Act (RIPA) 2000
1. Waste Electrical and Electronic Equipment Regulations 2013 (WEEE) 
1. Environmental Protection Act 1990, 
1. Waste Management (England and Wales) Regulations
[bookmark: _Toc226624026]Risk Management 
In line with the DfE Cyber Security Standards, we have a digital risk management process in place coordinated by the (SLT) Digital Lead and are taking the appropriate action to meet the DfE’s Cyber Security Standards by 2030.
[bookmark: _Toc181001687][bookmark: _Toc181028847][bookmark: _Toc181028880][bookmark: _Toc181092301][bookmark: _Toc181092666][bookmark: _Toc181097029][bookmark: _Toc181098288][bookmark: _Toc181098366][bookmark: _Toc181613685][bookmark: _Toc181628106][bookmark: _Toc181691505][bookmark: _Toc181001688][bookmark: _Toc181028848][bookmark: _Toc181028881][bookmark: _Toc181092302][bookmark: _Toc181092667][bookmark: _Toc181097030][bookmark: _Toc181098289][bookmark: _Toc181098367][bookmark: _Toc181613686][bookmark: _Toc181628107][bookmark: _Toc181691506][bookmark: _Toc181001689][bookmark: _Toc181028849][bookmark: _Toc181028882][bookmark: _Toc181092303][bookmark: _Toc181092668][bookmark: _Toc181097031][bookmark: _Toc181098290][bookmark: _Toc181098368][bookmark: _Toc181613687][bookmark: _Toc181628108][bookmark: _Toc181691507][bookmark: _Toc226624027]Risk identification  
By knowing and understanding our digital estate we can more easily identify risk. A digital risk assessment is conducted annually by the SLT Digital Lead, risks identified including, but not limited to, cybercrime, operational disruption and data breach impacts are added to the risk register. These digital risks are reviewed, amended where appropriate and revisited termly. Additional assessments are conducted if required, for example where there are significant changes to the IT infrastructure, or type of data being processed. 
[bookmark: _Hlk190941424]St John’s CE Primary School & Nursery will keep up to date registers relating to digital assets, including data, hardware, and a contract register including software applications.  Potential threats will be assessed as part of this process.

[bookmark: _Toc226624028]Risk analysis/evaluation 
Identified risks will be added to the IT digital risk register. Their likelihood and impact will be assessed using a risk matrix alongside any vulnerabilities or threats. 

[bookmark: _Toc226624029]Risk treatment
For each risk, a way to treat the risk or mitigate against the risk will be added. This could be by implementing control measures such as, but not limited to, security, technical, or physical controls. Where a risk is accepted, it is documented and approved by Headteacher. In addition, the IT Disaster Recovery Plan, including contingency and business continuity planning, is updated where appropriate. 
This process informs the schools Digital Strategy.
[bookmark: _Toc226624030]Data Protection
Our school complies with the General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 (DPA 2018) and follows guidance from the Information Commissioner’s Office (ICO) in the formulation of our policy and procedures relating to data protection. For further information on how we enforce the data protection legislation in St. John’s CE Primary School & Nursery refer to our Data Protection Policy.
[bookmark: _Toc226624031]Incident Response
An incident is defined as any event that threatens the confidentiality, integrity, or availability of the information assets, including but not limited to:
1. Unauthorised access to systems or data
1. Malware infections 
1. Data breaches 
1. Denial of service attacks 
1. Physical security breaches 
In line with the DfE Digital Leadership and Governance standards the school has developed a robust incident response procedure which enables the timely detection, containment, and  recovery  in responding to IT and cyber security incidents. This includes an IT disaster recovery plan and post incident review which forms part of the existing business continuity planning.  
The IT Disaster Recovery Plan outlines how to respond to cyber incidents, and clearly defines the roles and responsibilities, communication methods during incidents, and system restoration plans. 
Responsibility for maintaining the school IT Disaster Recovery Plan is with the senior leadership team (SLT) and the Plan is owned by St.John’s CE Primary School & Nursery’s SLT Digital Lead. It is reviewed annually, after significant changes to the IT infrastructure, type of data being processed as part of the DPIA process, changes to backup practice or after a cyber security event to ensure that best practice remains current.
A hard copy of the IT Disaster Recovery Plan and any other key information is stored securely in a location which is accessible should there be a full digital system outage, and the plans should be regularly tested and reviewed.

[bookmark: _Toc226624032]Incident reporting procedures
Once identified, school has a process in place for reporting cyber incidents with the aim of enabling timely containment and remediation. IT support/Headteacher and the SLT Digital Lead recognise the importance of detecting potential threats through, end user reporting, monitoring alerts, routine assessments, reviewing user reports.
As part of the reporting process as much detail as possible is required on the incident report form, as this may form part of a criminal investigation.  Details recorded should include at least:
1. Description of the incident 
1. Date and time of occurrence 
1. Systems and data affected 
1. Actions taken so far
1. Relevant logs, screenshots, and other evidence

[bookmark: _Toc226624033]Response and Investigation
In the event of a serious cyber incident or digital outage Headteacher will enact the Cyber Response process outlined in the IT Disaster Recovery Plan  and notify the DPO so an investigation into a potential data breach can be initiated in accordance with school Data Protection Policy.
For further information please refer to the IT Disaster Recovery Plan. 

[bookmark: _Toc226624034]Containment and Eradication
SLT Digital Lead/IT support will advise and implement appropriate containment strategies in partnership with external support where appropriate.  This is outlined in the IT Disaster Recovery Plan. As part of this process there is a provision to preserve evidence where necessary.

[bookmark: _Toc226624035]Recovery
In the event of a cyber incident requiring systems to be restored, the backup details and priorities for recovery are outlined in the IT Disaster Recovery Plan along with details of how to do this should be actioned.
Where recovery is necessary following a cyber incident, school may be required to seek expert advice, and advice from the insurer where cyber insurance is in place. School should ensure that systems are secure before returning to normal operations.

[bookmark: _Toc226624036]Lessons Learned
The school will conduct post-incident activity, such as reviewing how the incident happened and if anything could be done to mitigate or prevent recurrence. This analyses the effectiveness of the cyber incident response process and highlights any improvements required to increase the schools overall cyber resilience. 
[bookmark: _Toc226624037]Device Security
[bookmark: _Toc226624038]Endpoint Protection 
The ensures that all devices are configured securely and have centrally managed up to date anti-malware software with anti-virus running on all devices, including any tablets, iPads or smart phones. 
Staff have a responsibility to ensure devices are updated regularly by complying with alerts from the anti-virus and anti-malware, and other applications installed on their device.
Device updates will be actively monitored and actioned when appropriate, this includes cloud-based servers.  Updates are managed to ensure software applications and operating systems have the latest security patches and updates installed. 
The SLT Digital Lead works with the Designated Safeguarding Lead to review the filtering and monitoring requirements of the systems and devices and has a process in place to record any adjustments. 
[bookmark: _Hlk190945349]Encryption is used on devices, and for data in transit such as emails or file transfers in line with the Data Protection Act 2018. The school uses cloud storage where remote access is required to access the St John’s CE Primary School & Nursery’s network.
All school endpoint devices are recorded with up-to-date information in the asset register. Mobile and portable devices are managed centrally, enabling the locking and wiping of them should it be required and the securing of apps and software in line with the DfE Laptop, desktop and tablet standards. 
There is a managed approach as part of the starter, movers, and leaver process where devices are allocated on a loan basis, and returned to school when a staff member leaves, equipment reaches end of life or requirements change.
Where guest users are using their own devices, they must ensure that they are complying with the Bring Your Own Device (BYOD) Policy and IT Acceptable Use Policy ensuring that appropriate anti-malware including anti-virus is installed and up to date. In addition to this school will ensure guest users are securely authenticated individually onto the network, and there is segregated guest access in place where appropriate. Further controls for managing this are outlined in the DfE Wireless Network Standards.   
[bookmark: _Toc163729995][bookmark: _Toc226624039]Disposal of Computing Resources
Computing resources will be disposed of in line with WEEE regulations, The Hazardous Waste Act, The Environmental Protection Act 1990, The Environment Act 2021 and The Data Protection Act 2018 

1. Governor approval will be sought before Computing resources are disposed. 
1. Following Governor approval, all equipment which contains sensitive files will have their hard disk drives wiped and all sensitive or confidential data and licensed software will be irretrievably deleted during the disposal process.
1. Damaged devices containing sensitive or confidential data will undergo assessment to determine if the device should be destroyed, repaired or discarded.
1. If a third party contractor is used, suppliers will be suitably accredited and disposal certification will be obtained. 
1. Finally, the inventory will be updated.
[bookmark: _Toc226624040]Network and System Security 
[bookmark: _Toc181001696][bookmark: _Toc181028860][bookmark: _Toc181028893][bookmark: _Toc181092316][bookmark: _Toc181092681][bookmark: _Toc181097044][bookmark: _Toc181098303][bookmark: _Toc181098381][bookmark: _Toc181613701][bookmark: _Toc181628122][bookmark: _Toc181691521][bookmark: _Toc183523487][bookmark: _Toc188275283][bookmark: _Toc190258207][bookmark: _Ref179972546][bookmark: _Toc226624041]Network Access Control/Account management
Access to the school network is restricted only to authorised users. Users are given the appropriate access rights to the data and systems according to their needs. This is audited termly.
IT Administration accounts with elevated access are limited to designated staff and will only be used to conduct activities where elevated rights are required, not for everyday tasks. A review of the administrators for each system will be carried out termly. 
User access is documented, and MFA is applied for all remote access.
[bookmark: _Toc226624042]Account Access: Starters, Movers and Leavers [this process is linked to the onboarding process HR/Business Manager]
A new starter, mover and leaver process is in place in school and includes external supplier accounts. 
Starter, mover, and leaver user accounts are managed through a process linked to the HR onboarding process and ensures that access to the IT System is only available to employees during their period of employment based on a principle of least privilege and withdrawn as soon as employment is terminated. 
This process includes changed access due to promotion, secondment, demotion, or prolonged absence. With the same principles begin applied to pupils/students enrolling and leaving the school.
[Examples of what the process might look like can be found in Appendix A: User Account Setup Process. It would be good practice for schools to document their process, this could be in the form of a flow diagram to ensure all stakeholders are aware of the process]
A record of all user access, including external or temporary users to the school digital systems will be maintained detailing:
1. The names of the systems users that have been granted access
1. The date the access was enabled
1. The level of access (role)
1. The name of the authoriser

Using the record of user access to the systems, user accounts are audited termly to ensure that granted access rights are appropriate and revoked where required. Pupil/Student user accounts are included in the termly audit, as a check that new starters and leavers, or pupils moving between year groups or key stages, user accounts, have been granted appropriate access rights and revoked where required. school are aware that filtering and monitoring access levels may also be impacted depended on the pupil’s key stage and the individual school setup. 
[bookmark: _Toc226624043]Starter, Movers and Leaver Process: School devices
[bookmark: _Toc163729990]There will be a process in place to manage the following:
The school may issue IT equipment to staff on a loan basis for the purpose of completing their job role. 
Users who loan equipment from the school will sign for it and bear the responsibility for its care. School will retain ownership of the device and keep a record of who the devices are allocated to in advice register.
There is a process in place for the reporting of issues, damage, and loss or theft of the equipment to the Headteacher/SBO [delete as appropriate]. 
When a contract of employment at the school ends, a documented process is in place to ensure all issued IT equipment is returned to the school in full working condition. 
It is the responsibility of the user to backup any data or documents they may require, prior to returning the device. Any data pertaining directly to the school or members of the school community must not be retained.
Retaining any personal data without the authorisation of the school is an offence under the Data Protection Act 2018.
The user account and all personal work stored on the laptop will be securely deleted upon return. 

[bookmark: _Toc226624044]External Support Access 
Temporary guest logins for external support services providers must only have system access that does not extend beyond the requirements for the provision of services. An entry for this should be added to the record of user access.  
Those requesting/providing temporary access must also ensure that system access is withdrawn as soon as the affiliate’s relationship with the school ceases.

[bookmark: _Toc226624045]Password policy
[Document your school approach to passwords in the following sections. Below is suggested wording, delete where appropriate. The latest guidance from The National Cyber Security Centre (NCSC) website on:
1.  how to use passwords to protect your data
1.  password administration for system owners]

Passwords are used to authenticate users onto school digital systems, this section outlines the requirements for creating and maintaining secure passwords. We have used The DfE Cyber Standards, and the NCSC guidance of passwords to inform our approach to passwords.
This applies to all employees, pupils/students, governors, and any other third-party users. 
[bookmark: _Toc226624046]Length and strength
Password strength has been enforced using technical measures at system level where the system allows.  
[bookmark: _Toc226624047]Password changes
Systems can force the user to change their password annually and prevent reuse of passwords where the system allows.
1. Passwords must be changed immediately if they have been compromised or are suspected of compromise.
1. Users should not reuse passwords, on the same system or across multiple systems.
[bookmark: _Toc226624048]Account lockout
1. Systems must be setup to force the account to be locked after five consecutive failed login attempts. 
1. Accounts will remain locked for fifteen minutes or until the administrator unlocks the account.
[bookmark: _Toc226624049]Multi-factor authentication (MFA)
Senior leaders, and staff (including internal and external IT support staff) working with confidential, financial, personal and sensitive personal data must use MFA. [DfE Cyber Standards]
[bookmark: _Toc226624050]Exceptions to the above:
Passwords on networking devices and servers may need to follow a different format to the above recommendations, as outlined in the DfE Cyber Standards as they may use a PIN system of authentication. 
Networking devices and servers requiring a physical access, or boot-up settings must have a minimum length of six characters.
A process is in place with SLT Digital Lead/IT Supplier to secure access to key system passwords and PINs in the event of an emergency.
Some user groups may need additional measures putting in place in line with the DfE cyber standards guidance these are outlined in the younger children, users with special educational needs or disabilities or those with English and an additional language. For these users we follow the DfE Cyber Standard , control and secure user accounts and access privileges guidance on a case by case basis. 

[bookmark: _Toc226624051]Firewalls, Detection, and prevention 
The school/trust have put measures in place to ensure that their network provision is protected with properly configured boundary firewall in line with the DfE Cyber Security Standards. 
[bookmark: _Toc226624052]Configuration
Termly checks are in place in conjunction with IT Support to ensure that the configuration, security updates/patches, external connections are correct and that unauthenticated connections are blocked by default and provision is in place to protect against a denial-of-service attack.
[bookmark: _Toc226624053]Access
In line with the DfE Cyber Standards and NCSC guidance our default passwords are changed, and remote access is restricted to only those require it for maintenance purposes, these users are documented. MFA has been applied to all users/administrators/users with elevated access where systems allow.
[bookmark: _Toc226624054]Monitoring and Logging
[Where this is managed by the broadband provider or IT supplier you should have an agreement in place as to how monitoring is going to take place and agree who has oversight]
Controls have been implemented and a procedure is in place to ensure that there is active monitoring of traffic, alerts, access attempts and reviewing of firewall logs to help detect suspicious activity.
The firewall rules are kept to a minimum, documented and risk assessed. Where inbound traffic is permitted through the firewall it is documented and agreed by the DSL/SLT Digital Lead in line with KCSiE] this is reviewed at an agreed date or checked termly whichever comes first. Further information on this process is available in our Online Safety Policy 2025.
[bookmark: _Toc226624055]Updates and Maintenance
IT support has technical responsibility for ensuring the Firewall firmware is kept up to date, and that it is on a supported version. School review their filtering and monitoring provision annually. To ensure there is oversight of the firewalls end-of-life, it is documented in the asset resister and or contract register and should be planned for in the school’s digital strategy. 
[bookmark: _Toc226624056]Backup
To ensure the security of our data assets we ensure that both data and software inc. cloud solutions [such as google workspace, MS365 and email] are regularly backed up. This ensures rapid recovery from IT incidents in line with the DfE Cyber Security Standards. The backup and restoration procedure are reviewed and tested. To find out more about our approach to backup and recovery please refer to our Backup and Recovery policy/schedule. 
[bookmark: _Toc226624057]Training and Awareness
The school provide cyber security training as part of the onboarding process for staff and governors who require access to the school’s IT systems. Staff are required to read the St. John’s CE Primary School & Nursery’s IT Acceptable Use Policy and agree to the IT Acceptable Use Agreement when using the network, systems, and devices.


Appendix A: User Account Setup Process
Here are examples of different user account setup methods.
[Single Sign On via MIS system] User accounts are managed through the MIS. Whenever new contracts begin, contracts change, or contracts end or are suspended, the single sign on software automatically adjusts access—granting, modifying, or revoking rights as needed. If a system does not support single sign on, then [system owner/IT support/SLT Digital Lead/Network Manager] is responsible for changing user access once notified by [Headteacher, HR, Business Manager] as part of the staff onboarding, departure, and role change procedures. All staff permissions are recorded centrally.
[Access managed by IT Support] Accounts are created or updated when contracts or enrolments start, change, end, or pause. The [Business Manager/Headteacher/SLT Digital Lead/Other] should use the standard starter, leaver, and mover process to inform [IT Support], who then handles granting, updating, or denying access promptly. For systems outside IT Support’s control, [system owner/SLT Digital Lead/Network Manager/other] takes responsibility for access changes after being notified by [Headteacher, HR, Business Manager/other]. All granted staff access is tracked in a central record.
[Inhouse management] User accounts are established, changed, or closed whenever there are contract or enrolment updates. The [Business Manager/Headteacher/HR/Other] follows the school’s onboarding and staff transitions process to tell [IT Manager/system owner/SLT Digital Lead/Other], who then manages access adjustments efficiently. Any systems outside IT Support require [system owner/SLT Digital Lead/Network Manager/other] to handle access settings after receiving notification from [Headteacher, HR, Business Manager/other]. Every change in staff access is documented centrally.


[bookmark: _Ref189038164]Appendix B: Data backup plan template
[All your data assets should be listed below to give full oversight. If you have our policy suite there is an excel version of this included] 
	Data asset ref
	Data name
	Data location
	Backup type
	Data encrypted in transit & situ
	3-2-1 backup?
	Recover Point Objective (RPO)
	Backup frequency
	Backup owner
	Restoration test

	This is allocated in your information asset register
	
	Where is the data stored? Is it onsite, or cloud based?
	1. Full backup
1. Differential backup
1. Incremental backup
1. Full Synthetic backup
	
	3 copies of important data in 2 separate locations at least 1 of these must be off site. This is a DfE recommendation for important data and RPA requirement.
	How much data can your school afford to lose?
This informs the frequency of your backup.
	Schools should think about their Recovery Point Objective when completing this. 
	Who is the owner of the data set backup, if external provide company name. Who has access to the backups.
	Enter the last restoration test date.
Or
If external, how are you managing this with your support/supplier?

	1
	Interim school reports 
	Cloud (inc file path)
	Full backup
	Yes
	
	1 week
	1 week
	IT Support
	Termly restore – DL updated when test complete

	2
	Safeguarding system
	CPoms Cloud based
	For disaster recovery we have active replication of all database nodes between our primary and secondary regions.
	Yes
	Yes, replication in place. Also, a 3rd backup is taken and stored in a different locality company owned servers.
	1 day
	1 day
	Managed by CPOMs
[Add links to SLA etc]
	Contract – refer to SLA

	3
	Schools MIS
	SIMs local server
	
	
	
	
	
	IT Support
	

	
	Teaching resources 
	
	
	
	
	
	
	
	

	
	Email system
	
	
	
	
	
	
	
	

	
	Finance
	
	
	
	
	
	
	
	

	
	HR / Personnel records
	
	
	
	
	
	
	
	

	
	Facilities management
	
	
	
	
	
	
	
	

	
	Catering
	
	
	
	
	
	
	
	

	
	USBs / Portable drives
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Last Reviewed  September 2026  

Reviewed By (Name)  Mieke Carvell  

Job Role  Headteacher  

Next Review Date  September 2027  

Version released Spring 2026  Minor amends indicated in   green   text     3.1   Governors: included risk management     3.4 DSL: reworded to align to the DfE digital  standards.     5 Risk   Management: added   “appropriate action to  meet the DfE’s Cyber Security Standards by 2030”     5.1 Risk Identification: “including cybercrime,  operational disruption and data breach  impacts”   added for clarity     7 Incident Response: recovery and post incident  review added for alignment.   Added reference to DPIA  process.     8 Device Security:   “Smart phone” added     10.1 “this is audited termly” added in line with DfE  standards     10.1.2   Device Start, Mover and Leaver process:   Linked  to the Loaned IT Equipment section of the IT AUP  2026.     Added “a documented process is in place to ensure all  issued IT equipment is collected from”   11 Backup:   sentence about RPA insurance   T&C added.      

   

